
NRrcil er<rfi-< a5

.fdqERR g,RT o NRBCear.K
EIffi

MONEY IJhUNDEEING A TEBBOEIST

flNJII{CING BISK MAII*.qEMENT

POIJGY

January,2025

AMt & CFT Division

NRBC Bank PLC.

Head Office, Dhaka



Table of Contents

st. Topic Page No.

Chapter 0'l Money Laundering & Terrorisl Financing at a Glance 1.9

1.1 ffi 1

1.2 Defining Money Laundering 1-2

1.3 Stages of Money Laundering 24

1.4 Predicate Offences 5

1.5 Why l\4oney Laundering is done 6

1.6 @012(Amendment,2015) 6

1.7 Defining Tenorist Financing 7-8

'1.8 The Relation between l\,4oney laundering & Terrorist Financing 8

1.9 Why Combating against ML & TF is Crucial 8-9

Chapter 02 AML & CFT Compliance Program of NRBC Bank 10-12

2.1 lntroduction 10

2.2 Components of AML & CFT Compliance Program 10

2.3 Communication of Compliance Program
'10

2.4 Senior Management Role 10-11

?.5 Policies & Procedures 11-12

2.6 Customer Acceptance Policy 12

Chapter 03 Compliance Structure of NRBC Bank 13.18

3.1 lntroduction 13

3.2 Central Compliance Committee 13.14

J,J Chief Anti Money Laundering Compliance Officer (CAMLCO) 14-'15

3.4 Anti Money Laundering & Combating Financing of Tenorism Division (AMLD) 15

-eputy ChiefAnti Money Laundering Compliance Ofiicer (DCAMLCO) '15.16

3.6 Branch Anti Money Laundering Compliance Officer (BAIVILCO) 16-17

lnternal Control and Compliance 17-18

3.8 External Auditor
'18

Chapterb4 Customer Due Diligence(CDD) and Enhanced Due Diligence (ED0) 19-29

4.1 lnkoduction
'19

4.2 General Rules & Principles of CDD in NRBCB 19-21

4.3 Enhanced Due Diligence (EDD) 21-22

4,4 Timing of CDD 22

4,5 Transaction L4onitoring



4.6 ln Case Where Conducting the CDD l\,leasure is Not Possible

4.7 Customer ldentifi cation 23

4.8 Verification ol Source of Funds 24

4.9 Verification ol Address 24

4.10 Persons wilhout Standard ldentification Documentation 24

4.11 Walk-ln/ One off Customers

4.12 Non Face To Face Customers 25

4.13 Unique Customer ldentification Code (UCIC) 25

4.14 Adoption of Technology Based Products and Services 25

4.15 Correspondent Banking 25-26

4.16 Agent Banking 27

4.17 Wire Transfer 27-29

4.18 Simplified CDD Measures 29

4.19 Reliance on Third Party 29

Chapter 05 Politically Exposed Persons(PEPs) 30.36

5.1 Definition 30

a.t Family Members of a PEPS 31

5.3 Close Associates of PEPs 3'1

5.4 Various Scenarios Related with PEPs/lPs 3'1

PEPs Risk 31-33

5.6 Bank's Obligations 33-34

5.7 Measures of a Foreign PEPS 34

5.8 Measures of a Domestic PEPS (lPs) 35

5.9 Measures Taken in Lower risk situations 35

5.10 Measures Taken in Higher risk siluations 35

5.'11 Long-Term lnsurance Contracts 3S36

Chapter 06 Beneficial Owner 3743

o. I Definition

6.2 ldentifying the Beneficial Owner

6.3 lmportance of ldentifying the Beneficial Owner 37-38

6.4 Ways of Beneficial Ownership Can Be Hidden/Obscured 38

6.5 Ownership 38-39

6.6 Effective Control 39-40

h.t Person on behalf of Transaction 40

@



6.8 Beneficial Owner of Legal Anangements 41

6.9 Applying a Risk Based Approach

Due DfrsenE ot Be,lefrchilwn

41

6.10
42

--- ---T
-- 4243

-----lt
6xT_+
6.12q
Chapte

Oueries

Owner a State Owned

07 e-KYC 44.53

7.1

;;
1,,

7A

75

Definition
44

0bjectives

e-KYC Process

Applicability

Customer onboarding Simplifi ed

44

44-45

45

45-49

7.6 Required Technology

@
@
ffi
ffi

KtsK ASSeSSme*

@

49.50

7.7
50-52

7.8

7.9

7.10

52

7.11
53

ll
Chapt€q
,r_)

11 1
8.4

11_l
Chapte

9J

r 08 Trade Based Money Laundering Controls, Risk Assessment & Mitigation Mechanism 5+61

lntroduction 54

TBMifE[ ACessmentT Mrtigatron Mechanism

Few More Notes on Trade Confols

[SuspiciousTransaction/ActivityRepo(RegardingTBML

I Traininq on Trade Based Money Laundering

rr 09 Credit Backed / Based f,loney Laundering

ffi
J Money laundering through RealEstate Sector

I Assistance in the Purchase or Sale of Property

I corporate vehides

I Shellcompanies

I oveGvaluation or Under-valuation

54-59

59-60

60

60-61

62.65

hl

9.2
62-63

9.3
bJ

9.4
bJ

9.5

9$

s7

64

64

64

@

Record Keeping



9.8 lnvestment in Hotel Complexes, Restaurants and Similar Developments 64

9.9 Personal Loan/Car Loan/Home Loan 64

9.10 i,,loney laundering through Credit Cards 65

Chapter '10 Record Keeping 66.68

1 0.1 Records to Be Kept 66

10.2 Length of Record Keeping Period 66

10.3 Customer lnformation 66-67

10.4 Transactions 67

10.5 lnternal & External Reports 67

10.6 AML & CFT Training lnformation 67

10.7 Formats & Retrieval of Remrds 68

Chapter 11 Reporting to BFIU (Suspicious Transaction/Activity Report & Others Reporting) 69-76

11 .1 Definition of STR/SAR 69

11.2 Obligations 0f Such Report 69

1'1.3 Reasons For Reporting 0f STR/SAR 69

11 .4 ldentification And Evaluation of STR/ SAR 69-70

'11.5 Risk-Based Approach 70-71

'1 '1 .6 lnternal Reporting Procedures and Records 71-72

11.7 STR Reporting Procedures 72

'11.8 Tipping Off 73

11.9 Penalties of Tipping off t3

1'l.'10 'Sale Harbor' Provisions For Reporting 73

11 11 Red Flags or lndicators Of STR/SAR

11.12 Cash Transaction Report (CTR) 75

1 '1.'13 Structuring of Cash Transaction 76

11.14 Half Yearly Report to be submitted to the MD & CEO/ Board t6

'1 1.'15 Self-Assessment Process 76

Chapter 12 Recruitmenl, Training & Awareness 77-78

12.1 Employee Screening 77

12.2 Know Your Employee (KYE) 77

12.3 Training for Employee

12.4 Awareness of Senior Management 78

12.5 Customer Awareness & Awareness of lilass People 78

@FinancingProliferationofweaponsofMassDestruction79.85

@



'13.1 lntroduction 79

13.2 Terrorist Activity 79

13.3 ffiistActivity 80

13.4 Tenorist Financing 80

13.5

136

ffiunderATA,2oo9 80-81

lt-lrer ofence as pe{ Af -1009
81

13.7
81

13.8 Requirements for The Sanction Regime 81-83

13.9 Elements of Proliferation Financing 83-85

Annexure

Annexure A Annexure AJ

Annexure B Annexure Bl

Annexure A.2

Annexure B2

Annexure C: Annexure C.'1 Annexure C.2 Annexure C.3

Annexure D Annexure D.1 Annexure 0.2

@



Preamble

NRBC Bank PLC. is one of the Leading 4th Generation Commercial Banks in Bangladesh. From the

inception of NRBCB, it is fully compliant and committed to oblige the rules and regulation of

Banlladesh Financial Intelligence Unit 1gFru) on priority basis. Anti-money Laundering and Combating

Financing is the Global buzzword. To maintain stability and integrity of intemational financial systerq

Financial Action Task force (FATF), an inter-govemmental body established by c-7 in 1989, has set

recommendations for preventing money laundering and terrorist financing. All the recommendations by

Financial Action Taskforce (FATF) are being implemented globally day by day'

In domestic level, Bangladesh Bank, as the major regulator of the financial system of the country plays a

pivotal role to stabilize and enhance the effrciency of the financial system To comply with the

intemational requirement, BFIU has issued 'Money Laundering and Terrorist Financing Risk Assessment

Guidelines, for banking sector on January, 2015 and instructed banks to assess their own ML & TF risk

considering their customers, products, delivery channels and geogaphical positions' As per

inskuction The NRBC Bank submitted the Risk Assessment guidelines for vetting purposes'

This policy will cover an overview of Money Laundering and Terrorist Financing, as well as policies and

procedures such as the AML/CFT Policy, Customer Acceptance Policy, Trade-Based Money Laundering

ifSN,ll-) poti.y, Credit Backed Money Laundering Policy, Know Your Customer (KYC)' Customer Due

Diligence (cDD), Enhanced Due Diligence (EDD) standards, Politically Exposed Persons and Training

und a*urener. programs. Additionally, the guideline will outline the AML/CFT compliance structure of

NRBC Bank PLC.

Toensuretheeffectiveimplementationofthispolicy,theBankhasestablishedarobustgovernance
structure led by the CAMLCO and DCAMLCO with dedicated resources under the AML & CFT

Division. Regular training, system-based monitoring, intemal controls' and awareness initiatives have

been integrated into the Bank's operations to build a culture of compliance at every level'

InlightoftheguidelineprovidedbytheBFIU,thisML&TFriskmanagementpolicyoutlinesthe
ope.itionul, regulatory and legal framework of managing ML & TF risk within NRBC Bank PLC' As

instructed by BFIU, NRBC Bank PLC. formatted this Money Laundering and Terrorist Financing

Risk Management PolicY.



Chapter l: Money Laundering & Terrorist Financing at a Glance

1.1 Introduction:

Money laundering is conducted by launderers worldwide to conceal the proceeds eamed from criminal

activities. It occurs in almost every country, and a single scheme typically involves transferring illicit

funds through multiple jurisdictions to obscure th€ir origin. The expansion ofglobal financial markets has

made money laundering easier than ever, enabling criminals to anonymously deposit proceeds of crime in

one country and access the funds from another without detection.

Money laundering has a major impact on a country's economy as a whole, impeding the social, economic,

political, and cultural development of a society. Both money laundering and terrorist financing can

weaken individual financial institution, and they are also a threat to a country's overall financial sector

r€putation.

Financial integdty is essential for sustainable economic growth and inclusive development. To ensure

financial systems are transparent and resilient, countries must adopt a risk-based and coordinated

approach to AML and CFT measures. Illicit financial flows, including those generated by comrption,

drug trafficking, organized crime, tax evasion; present a direct threat to financial sector soundness'

The methods and channels used for money laundering and terrorist financing are becoming increasingly

complex and technology-driven. In response, the global community-including the Financial Action Task

Force (FATF!-has implemented comprehensive standards and guidelines to mitigate these risks. In

alignment with such intemational efforts, Bangladesh Financial Intelligence Unit (BFIU) has strengthened

its regulatory and institutional framework to effectively combat money laundering and terrorist financing'

NRBC Bank pLC is fully comrnitted to supporting this national effort through its risk-sensitive and

compliance-driven AML & CFT practices. combating money laundering and terrorist financing is,

therefore, a key element in promoting a strong, sound and stable financial sector'

1.2 Defining Money Laundering:

Money laundering can be defined in a number of ways. But the fundamental concept of money

laundering is the process of disguising the origins of illegally obtained funds so that they appear to be

derived fiom legitimate sources. This process poses significant threats to the integdty, stability and

security of financial institutions and overall economy.

According to Money Laundering Prevention Act (MLPA),2012 of Bangladesh defines money laundering

as follows:

e or ProPerty involved in an offence

for the following purposes:-

(l) Concealing oidisguising the illicit nature, source, location, ownership or control ofthe proceeds of

crime;
(2) Assisting any person involved in the commission of the predicate offence to evade the legal

consequences of such offence;
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ii. Smuggling money or property eamed through legal or illegal means to a Foreign country;

iii. knowingly t.-sferring or remitting the proceeds of crime to a foreign country or remitting or

bringing them into Bangladesh from a foreign country with the intention of hiding or disguising its

illegal source; or

ir. Conauaing or attempting to conclude financial transactions in such a manner so as to reporting

requirement under this Act may be avoided;

vJonverting or moving or transferring property with the intention to instigate or assist for committing

a predicate offence;

vi ecquiring, possessing or using any property, knowing that such property is the proceeds of a

predicate offence;

vii. Performing such activities so as to the illegal source of the proceeds of crime may be concealed or

disguised;

viii. Participating in, associating with, conspiring, attempting, abetting, instigating or counseling to

commit any offences mentioned above.

Money laundering is a criminal offence under section 4(1) of MLPA, 2012 and penalties for money

laundering are-

l.Any person who commits or abets or conspires to commit the offence of money laundering.

shall be punished with imprisonment for a term of at least 4(four) years but not exceeding l2(twelve)

years and, in addition to that, a fine equivalent to the twice of the value of the properry involved in the

offence or taka l0 (ten) lacks, whichever is greater.

2. In addition to any fine or punishment, the court may pass an order to forfeit the property of the

convicted person in favor of the State which directly or indirectly involved in or related with money

laundering or any predicate offence.

3. Any entity which commits an offence under this section shall be punished with a fine ofnot less than

twice ofthe value ofthe property or taka 20(twenty) lacks, whichever is gealer and in addition to this the

registration ofthe said entity shall be liable to be cancelled.

1.3 Stages of Money Laundering:

Money laundering is a complex and evolving process used by criminals to conceal the illicit origin of
their proceeds and make them appear to be from legitimate sources. with lhe expansion of global

financial systems, advanced technologies, and diverse financial products, laundering money has become

more sophisticated and harder to trace. Criminals use various channels including banks, shell companies,

trade-based transactions, and digital platforms to hide the true source of their funds. These activities not

only threaten th€ integrity of financial institutions but also pose serious risks to national and international

security.

Obviously there is no single way of laundering money or othel property. It can range ftom the simple

method of using it in the form in which it is acquired to highly complex schemes i
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intemational businesses and investments. To understand how money laundering typically works, it is

important to explore the three fundamental stages ofthe process: placement, layering, and integration.

l. Placement

placement is the initiat phase of the money laundering process, where illicit funds are first introduced into

the frnancial system. The objective during this srage is to distance the proceeds from their criminal origin

*trite uroiaing detection by regulatory authoritieJ. criminals often accomplish this by placing the funds

into circulation through formal financial institutions and other legitimate businesses.

Examples of Plscernent include:

l. cash Deposits into Financial Institutions: Depositing large sums of cash into bank accounts, often

below the reporting threshold, to avoid regulatory scrutiny. This is also known as structuring'

i. nt"nalrg of frids: Commingling illicit proceeds with legitimate revenue generated by cash-intensive

businesses such as restaurants, retail shops, or travel agencies'

i. ior"ign Exchange Transactions: Using illegal funds to purchase foreign currencies, often in smaller

tranches to avoid susPicion.

i. 6r."""y Sr.ggling: physically moving large volumes of currency across borders and depositing them

in jurisdictions with less stringent AML controls.

5. Repayment of legitimate loans using laundered cash.

2. Layering

Layering is the second stage of the money laundering process, in which illegal funds or assets are moved,

dispersed and disguised to conceal their origin. Funds can be hidden in the financial system through a web

of complicated transactions.

Examples of Layering include:

l. Transferring Funds between Multiple Accounts: Movement of funds between accounts, either within

the same financial institution or across different banks, including international transfers.

2. Conversion into Financial Instruments: converting deposited funds into bearer instmments such as

money orders, bonds, stocks, or mutual funds to reduce traceability'

3. Use ofshell Companies or Trusts: channeling funds through entities with concealed ownership to hide

the true identity ofthe beneficial owner.

4. purchase and Sale of Luxury Goods: Buying and quickly reselling high-value assets (e'g., artworh

jewelry, tuxury vehicles) to make funds appear as legitimate profits'

5. lnvestment in Real Estate: using illicit funds to purchase property domestically or abroad, and then

selling it to generate "clean" income from the proceeds'

6.tr-ade-SasedMoneyLaundering(TBML):Misrepresentingtheprice'quantity'orqualityof
imports/exports to disguise the movement offunds.
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3. Integration

lnt€gration is the final stage ofthe money laundering process, where illicit funds are fully assimilated into

the legitirnate financial system. At this point, the laundered money appears to be legally earned and is

often used in ways that are indistinguishable from legitimate wealth. By this stage, tracing the origin of
the funds becomes extremety challenging, especially when complex layering has been successfully

executed.

Examples of Integration include:

l. Investing in Real Estate: Using laundered funds to buy commercial or residenlial property and

generating legitimate rental income or capital gains.

2. Acquiring Luxury Assets: Purchasing expensive items such as art, precious metals, luxury vehicles

which may later be resold to legitimize the value.

3. Establishing or Funding Businesses: Injecting illicit funds into seemingly lawful business operations,

especially cash-intensive businesses (e.9., restauraDts, retail outlets) to mix illegal income with legitimate

revenue.

4. Engaging in Financial Investments: Buying shares, bonds, mutual funds, or life insurance policies

using laundered money, often tkough complex portlolios that disguise the source.

Money Laundering Cycle

a
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1.4 Predicate Offences:r

',predicate Offence" means the offences mentioned below, by committing which within or outside the

country, the money or property derived fiom is laundered or attempt to be laundered, namely:-

l. Corruption and bribery;

2. Counterfeiting of currency;

3. Forgery ofdocuments or instruments;

4. Extortion;

5. Fraud;

6. Forgery;

7. Illegal trade of firearms;

8. Illegal trade in narcotics, psychotropic substances and substances causing intoxication;

9. Illegal trade in stolen and other goods;

10. Kidnapping, illegal restrain and hostage taking;

I l. Murder, grievous physical injuryl

12. Trafficking ofwomen and children;

13. Black marketing;

14. Smuggling of domestic and foreign currencyl

15. Theft or robbery or dacoity or piracy or hijacking of aircraft;

16. Human trafficking or obtaining money or valuable property by providing false assurances of overseas

employment;

17. Dowry;
18. Smuggling and offences related to customs and excise duties;

19. Tax related offences;

20. Infringement of intellectual property rights;

21. Tenorism and financing of terrorism;

22. Adulteration or the manufacture ofgoods through infringement oftitle;
23. Offences relating to the environment;

24. Sexual exploitation;

25.Utilising unpublished price-sensitive information prior to public disclosure to obtain market advantage

through securities transactions and any attempt to manipulate the market for personal or institutional gain

(Insider Trading and Market Manipulation);

26. Organized crime or participation in organized criminal groups;

27. Racketeering;

28. Cybercrime;
29. Pornography;

30. Any other offence declared as predicate offence by BFIU, Bangladesh bank, with the approval ofthe

govemment, by notification in the official gazette, for the purpose ofthis act.

Page 5
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1.5 Why Money Laundering is done:

. First, money represents the lifeblood of the organization/person that engages in criminal conduct for

financial gain because it covers operating expenses and pays for an extravagant lifestyle. To spend money

in these ways, criminals must make the money they derived illegally appear legitimate.
. Second, a trail of money from an offense to criminals can become incriminating evidence. Criminals
must obscure or hide the source of their wealth or alternatively disguise ownership or control to ensure

that illicit proceeds are not used to prosecute them.
. Third, the proceeds from crime often become the target of investigation and seizure.
. To shield ill-goften gains from suspicion and protect them from seizure, criminals must conceal their

existence or, alternatively, make them look legitimate.

1.6 Penalties under Money Laundering Prevention Act,2012 (Amendment' 2015)

i) Offence of Money Laundering and Punishment (Section 4):

a. According to section 4 ( 1), Money laundering is an offence.

b. According to section 4 (2), Any person who commits or abets or conspires to commit the

offence of money laundering, shall be punished with imprisonment for a term ofat least

4 (four) years but not exceeding 12 (twelve) years and, in addition to that, a fine

equivalent to the twice ofthe value ofthe property involved in the offence or taka l0 (ten)

lac, whichever is greater. However, in case of failure of the payment of the fine in due

time, the court may issue an order of extra imprisonment considering the amount of the

unpaid fine.

c. According to section 4 (3), In addition to any fine or punishment, the court may pass an

order to forfeit the property ofthe convicted person in favor ofthe State which directly or

indirectly involved in or related with money laundering or any predicate offence.

d. According to section 4 (4), Any entity which commits or abets, assists or conspires to

commit the offence of money laundering under this section, subject to the provisions of
section 27, measures shall be taken as per sub-section (2) and punished with a fine of not

less than twice the value of the property related to the money laundering or taka 20

(twenty) lacs, whichever is higher and in addition to this the registration of the said entity

shall be liable to be cancelled. However, in case of failure in payment of the fine by the

entity in due time, the court may, considering the amount ofunpaid fine, issue an order of
imprisonment to the entity's owner, chairman or director or by whatever name he is

regarded.

ii) Punishment for violation of a freezing or attachment order (Section 5):

Any person who violates a freeze order or order of attachment issued pursuant to this Act

shall be punishable with an imprisonment for a maximum period of 3 (three) years or with a

fine equivalent to the value ofthe property subject to freeze or attachment, or both.

iii) Punishment for divulging information (Section 6):

Whoever contravenes the provisions contained of this act shall be punishable by

imprisonment of maximum period of 2 (two) years or a fine, not exceeding Tk. 50,000/-

(fifty thousand) or both.

iv) Punishment for obstruction or non-cooperation in investigation, failure 1o submit report
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or obstruction in the supply of information (Section 7):

Any person found guilty of an offence under this act shall be punishable by imprisonment of
.uii.r. period of I (one) year or with a fine not exceeding Tk. 25,000/- (twenty-five

thousand) or with both.

v) Punishment for providing false information (Section 8):

Any person who violates the provisions contained of this act will be punishable by

imirisonment of maximum period of3 (three) years or a fine not exceeding Tk. 50,000/- (fifty
thousand) or both.

1.7 Defining Terrorist Financing:

Terrorist financing can simply be defined as financial supPort, in any form, of terrorism or of those who

encourage, plan, or engage in tefforism. The lntemational Convention for the Suppression of the

Financing ofTerrorism (1999) under the United Nations defines TF as follows:

l. If any person commits an offense by any means, directly or indirectly, unlawfully and willingly,

provides or collects funds with the intention that they should be used or in the knowledge that they are to

be used, in full or in part, in order to carry out:

a. An act which constitutes an offence within the scope of and as defined in one of the treaties listed

(source: http://www.un.org,/law/cod/fi nter'htm); or

b. Any other act intended to cause death or serious bodily injury to a civilian, or to any other person not

taking any active part in the hostilities in a situation of armed conflict, when the purpose of such act, by

its nature or context, is to intimidate a population, or to compel a govemment or an international

organization to do or to abstain liom doing an act.

Section 7(l) of Anti-Terrorism Act (ATA), 2009, defines terrorist financing as follows-

If any person or entify willfully provides, receives, collects or makes arrangements for money, service or

any other property, whether from legitimate or illegitimate source, by any means, directly or indirectly,

with the intention that, it would, in full or in part, be used-

a) To carry out terrorist activity;

b) By a tenorist person or entity for any purpose, or is in the knowledge that it may be used by a terrorist

person or entity; the said person or entity shall be deemed to have committed the offence of terrorist

financing.

Moreover, according to Anti-Terrorism Act (ATA), 2009 conviction for terrorist financing shall not

depend on any requirement that the fund, service or any other property was actually used to carry out or

direct or attempt to carry out a terrorist act or be linked to a specific terrorist act. The penalties for the

offences for Tenorist Financing are:

l. In case of a TF offence made by a person, he/she shall be punished with rigorous

imprisonment for a term not exceeding 20 (twenty) years but not less than 4 (four) years, and in addition
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to that, a fine equivalent to twice the value ofthe property involved with the offence or taka lO(ten) lac,

whichever is $eater, may be imposed.

2. In case of a TF offence made by an entity, the Govemment may listed the entity in the Schedule or

proscribe and listed the entity in the Schedule, by notification in the official GMette and in addition to

that, a fine equivalent to thdce the value of the property involved with the offence or oftaka 50 (fifty) Iac,

whichever is greater, may be imposed. Moreover, the head of that entity, whether he is designated as

Chairman, Managing Director, Chief Executive or by whatever name called, shall be punished with

rigorous imprisonment for a term not exceeding 20 (twenty) years but not less than 4 (four) years and, in

addition to that, a fine equivalent to twice the value of the propeny involved with the offence or of taka

20 (twenty) lac, whichever is greater, may be imposed unless he/she is able to prove that the said offence

was corffnitted without his knowledge or he had tried his best to prevent the commission of the said

offence.

1.8 The Relation between Money laundering & Terrorist Financing:

The techniques used to launder money are essentially the same as those used to conceal the sourccs ofand

uses for terrorist financing. But funds used to support terrorism may originate from legitimate sources,

criminal activities or both. Nonetheless, disguising the source of terrorist financing, regardless ofwhether

the source is of legitimate or illicit origin, is important. If the sourcc can be concealed, it remains

available for future terrorist financing activities. Similarly, it is important for terrorists lo conceal the

use ofthe funds so that the financing activity goes undetected.

As noted above, a significant difference between money laundering aud terrorist financing is that the

funds involved may originate from legitimate sources as well as criminal activities. Such legitimate

sources rnay include donations or gifu of cash or other assets of organizations, such as foundations or

charities that, in tum, are utilized to support terrorist activities or terrorist organizations.

1.9 Why Combating against ML & TF is Crucial:

Money laundering has potentially devastating economic, security, and social consequences. Money

laundering is a vital process to make crime worthwhile. It provides the fucl for drug dealers, smugglers,

terrorists, illegal arms dealers, corrupted public officials, and others to operate and expand their criminal

enterprises. This drives up the cost of govemment due to the need for increased law enforcement and

health care expenditures (for example, for treatment of drug addicf) to combat the serious

consequences resulted from ML & TF.

Money laundering diminishes govemment tax revenue and therefore indirectly harms honest taxpayers- It

also makes govemment tax collection activities more diffrcult. This loss of revenue generally means

higher tax rates than would normally be the case if the untaxed proceeds of crime were legitimate. We

also pay more taxes for public works expenditures inflated by corruption. And those of us who pay taxes

pay more because of those who evade taxes. So we all experience higher costs of living than we would if
financial crimes including money laundering were prevented.

Money laundering distorts assets and commodity prices and leads to misallocation of resources. For

financial institutions it can lead to an unstable liability base and to unsound asset structures thereby
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creating risk of monetary instability and even systemic crisis. The loss of credibility and investor's

confidence, that such crisis can bring, has the potential of destabilizing financial systems, particularly in

smaller economies.

One of the most serious microeconomic effects of money laundering is felt in the private sector. Money

launderers often use front companies, which co-mingle the proceeds of illicit activity with legitimate

funds, to hide the ill-gotten gains. These front companies have access to substantial illicit funds, allowing

them to subsidize front company products and services at levels well below market rates- This makes it

difficult, if not impossible, for legitimate business to compete against fiont companies with subsidized

funding, a situation that can result in the crowding out of private sector business by criminal

organizations.
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Chapter 2: AML & CFT Compliance Programme of NRBC Bank

2,1 Introduction:

National ML & TF risk assessment suggests that banking sector is one of the most vulnerable sectors for

the ML & TF among the financial sectors due to its indigenous nanre ofbusiness, customer base, product

t,?e, delivery channel, extemal linkage and ownership. To prevent ML, TF & PF and to ensure the

implementation ofrequired provisions of Acts, Rules and directives of BFIU, NRBCB bank shall develop

and maintain an AML and CFT compliance program. It covers senior management role, intemal policies,

procedures and controls, compliance structure including appointment of compliance officer, independent

audit function and awareness building.

2.2 Components of AML & CFT Compliance Program:

The compliance program of NRBC bank shall be documented and communicated to all levels of the

organization after getting approval by the Board of Directors. The program shall include-

l. Senior management role including their commitment to prevent ML, TF & PF;

2. Intemat policies, procedure and controls, Bank's AML & CFT policy, customer acceptance policy,

customer due diligence (CDD), transaction monitoring, self-assessment, independent testing procedure,

employee screening, record keeping and reponing to BFru;

3. Compliance structure includes establishment of Central Compliance Committee (CCC), appointment

of Chief anti-money laundering compliance officer (CAMLCO), Deputy chief anti-money laundering

compliance offrcer (DCAMLCO), Branch anti-money laundering compliance officer (BAMLCO);

4. Independent audit function- it includes the role and responsibilities of intemal audit on AML & CFT

compliance and extemal audit function;

5. Awareness building program includes training, workshop, seminar for bank's employees,

member ofthe board of directors, owners and above all for the customers on AML & CFT issues.

2.3 Communication of Compliance Program:

The compliance program shall be communicated immediately after the approval from the board of
directors to all employees, member of the board of the directors and other relevant stakeholders at home

and abroad through our online circular archive and email. The information related to the compliance

program shall be propagated through our bank's intemal circulars, AML Policies etc.

2.4 Senior Management Role:

The most important element of a successful AML & CFT program is the commitment of senior

management, including the chief executive officer and the board of directors, to the development and

enforcement of the AML & CFT objectives which can deter criminals from using our bank for ML, TF &
PF, thus ensuring that we comply with our obligations under the laws and regulations.
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As part of our AML & CFT policy, Management of NRBC bank shall communicate clearly to all

.-ploy... on annual basis by a statement from our honorable MD & CEO that clearly sets forth our

policyagainst ML, TF & pF and any activity which facilitates money laundering or the funding of

terorist or criminal activities.

statement of commitment of MD & CEO of our bank shall always include the followings-

. Bank's policy and strategy to prevent ML, TF & PF;

. Emphasize on effective implementation of bank's AML & cFT compliance program;

. Cl# indication of balance between business and compliance, risk and mitigating measures;

. Co-ptian"" is the responsibility of each employee during their normal course of assignment and

ignoranci shall not be considered as the excuse for non-compliance;
. Point ofcontact for clarification in case of any ambiguity arise;

. Conr"qr"n"", of non-compliance as per human resources (HR) policy ofthe bank. Senior management

.huil 
"nsu." 

the adequacy of-the personnel and other resources deroted to AML & CFT. Moreover, they

;h;ii ";.*" the autonomy of the'designated officials related to AML & CFT. Senior management of our

tuJ ,f,uif tuf." the repori from the CJntral Compliance Committee (CCC) into consideration which will

".rar.,-r," "p"rr,i"n 
and effectiveness of the bank's systems and controls in relation to manage ML &

TF risk and take any necessary action to remedy the deficiencies identified by the report in a timely

manner.

2.5 Policies & Procedures:

AML&CFTpolicyofNRBCBshallbeavaitablethroughouronlinecirculararchive.ourAML&CFT
shall policy includes the 4 (four) key elements; they are -

. High level summary of keY controls;

. Objective of the PolicY;

. Scope of the PolicY; and

. waivers and exceptions- procedures for obtaining exemptions from any aspects of the policy are

carefully controlled; and Operational controls'

2.5.1 Written AML & CFT Compliance Policy:

The key contents ofthe AML & CFT policy ofNRBC Bank are described as follows:

. The AML&CFT compliance policy shall establish clear responsibilities and accountabilities within our

banktoensurethatpolicies,pro""d,'"''andcontrolsareintroducedandmaintainedwhichcandeter
criminalsfromusingourfacilitiesformoneylaunderingandthefinancingofterroristactivities'thus
ensuring that we comply with our obligations under the law'

.ThePoliciesshallbetailoredtoourbank'sspecificneeds;takingintoaccountfactorssuchasits
product & services we offer' branch locatiorr/Agent banking outlets, activities, delivery channels, and

risks or lulnerabilities to money laundering and terrorist financing'

.Itshallincludestandardsandprocedurestocomplywithapplicablelawsandregulationsto
reduce the prospect of criminal abuse' Procedures addresses Know
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Your Customer C'KYC) policy and identification procedures before opening new accounts, monitoring

existing accounts for unusual or suspicious activities. information flows, reponing suspicious transactions

. It shall include HR aspecls such as KYE (know your employee) and training employees and a

separate audit or intemal control function to regularly test the training program's effectiveness.

. It will also include a description of the roles the AML&CFT Compliance Officers(s) and Central

Compliance Committee and other appropriate personnel (e.g. GB In charge) who will play in

monitoring compliance with and effectiveness of AML&CFT policies and procedures.

. It shall outline the implementation of screening programs to ensure high standards when hiring
employees. It shall also discuss implementation of standards for employees who consistently fail to

perform in accordance with an AML & CFT framework.

The AML&CFT policies shall be reviewed and updated annually based on any legal/regulatory or
business/ operational changes, such as additions or amendments to existing AML&CFT related rules

and regulations or business.

2.6 Customer Acceptance Policy:

NRBC bank has developed a clear Customer Acceptance Policy laying down explicit criteria for
acceptance of customers. The customer acceptance policy is available in our online circular archive. The

Customer Acceptance Policy ensures that explicit guidelines are in place to set-up any kind of business

relationship with our bank. The Customer Acceptance Policy is very important because inadequate

understanding of a customer's background and purpose for utilizing a bank account or any other banking
producVservice may expose the Bank to a number of risks. The primary objectives of the Customer
Acceptance Policy are -
l. To manage any risk that the services provided by our Bank may be exposed to;
2. To prevent our Bank from being used, intentionally or unintentionally, for ML/TF purposes;
and
3. To identifu customers who are likely to pose a higher than average risk.

Customer acceptance policy ofour bank is based on but not limited to the following principles-

. No account in anonymous or fictitious name or account only with numbers shall be opened;

. No banking relationship shall be established with a Shell Bank; and

. No account in the name of any person or entity listed under United Nations Security Council
Resolutions (LfNSCR$ or their close alliance adopted under Chapter VU of the Carter of UN on
suspicion of involvement in terrorist or terrorist financing activities and proscribed or enlisted by
Bangladesh Govemment shall be opened or operated.
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Chapter 3: Compliance Structure of NRBC Bank

3.1 Introduction:

Compliance structure ofa bank is an organizational setup that deals with AML & CFT compliance ofthe

bank and the reporting procedure. In NRB Commercial bank AML & CFT structure includes following

elements-

. Central Compliance Committee (CCC)'

. Chief AntlMoney Laundering Compliance Officer (CAMLCO)'

. Deputy Chief Anii-Money Laundering Complian-ce Officer-(D^C-AMLCO)'

. Brancir enti-Money Laundering Compliance Officer (BAMLCO)'

3.2 Central ComPliance Committee:

TheCentlalComplianceCommitteeshallbeheadedbytheCAMLCOofthebank.Theauthorities,
responsibilities and appointment criterion are defined in this policy'

The Senior Management shall also nominate one deputy of the CAMLCO' who shall be known as the

Deputy Chief Anti Money Laundering Compliance Officer (DCAMLCO) The designation/rank of the

oieurco shall not be less than svp. Both the cAMLCO and DCAMLCO should have detailed

knowledgeintheexistingacts,rulesandregulations,instnrctionsissuedbyBFIUfiomtimetotimeand
intemational standards on preventing ML & TF The committee shall report dir€ctly to MD & CEO'

TheCCCshallarrangeatteast4(four)meetingsinwhichtheCCCshallassesstheoverallscenarioof
AML&CFTcomplianceofthebank,takerelateddecisionsanddisseminateappropriateinstructions.

TheCCCshallissueinstructionsforthebranches,whichincludestheuseoftransactionmonitoring
system, intemal control system, policies and techniques to prevent Money Laundering and Terrorist

Firun"irg. The ccc shall report io BFIU immediately if any account/business relationship is found

wittr any persorl/entity whose name/names appeared to the mass media (TVA'lews Paper) regarding

ML,TF,PForanypredicateoffencesunderMLPA,zolz.TheCCCshaltalsosubmitSuspicious
Transaction Report (STR) or Suspicious Activity report (SAR) directly to BFIU in this regard'

3.2.1 Formation of Centnl Compliance Committee (CCC):

TheCentralComplianceCommitteeshatlbeestabtishedattheHeadofficeofNRBCbankwhichwill
completely separate fiom Intemal Control Compliance Department' The Committee shall have at least 7

1."ren;m"mU"rsandshallincludeCAMLCO,DCAMLCOaswellasheadsofvariousDivisionsofthe
bank (i.e. Head of Human Resources Division, Credit Risk Management Division' Corporate banking

Division,IntemationalDivision,InformationandCommunicationTechnologyDivisionetc.).However,
The CCC shall not include any member fiom Intemal Control and Compliance Division'

ThemembersoftheCCCshouldbewellacquaintedonnationalAML&CFTmeasuresofBangladesh
includingMLPA,ATAandrulesandinstnrctionsissuedbyBFIUorBangladeshBankaswellasal|other
related acts and laws
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3.2.2 Authorities and Responsibilities of the CCC:

The CCC shall be responsible for the followings-

. Formulating bank's policy, procedue and strategies in preventing ML, TF & PF;

. Coordinating bank's AML & CFT compliance initiatives;

. Coordinating the ML & TF risk assessment ofthe bank and review;

. Preparing a report containing AML & CFT compliance status with recommendations half yearly basis.

In addition to the compliance status, the report shall include the issues described in this policy as well as

description of measures taken by BFIU regarding AML & CFT. The report shall be presented to the

meeting of board of directors/management Committee including the instructions and recommendations

from MD & CEO of the ban}. A copy ofthe report shall be forwarded to BFru within two months after

the reporting period.
. Forwarding STR/SAR (if found) and CTR to BFIU in time and in proper manner;
. Reporting summary of self-assessment and independent testing procedure to BFIU in time and in
proper manner;
. Conducting training, workshop, and seminar related to AML & CFT for the employee ofthe bank;
. Initiating required measures to submit related information, report or documents in timc.

3.3 Chief Anti Money Lrundering Compliance Officer (CAMLCO):

The duty of the CAMLCO shall be performed by a senior level executive appointed by the senior

management. The designation of the CAMLCO shall not be less than SEVP. The CAMLCO shall repon

directly to MD & CEO of the banl. The CAMLCO shall be responsible for oversight of our bank's

compliance with the regulatory requirements on systems and controls against money laundering and

terrorist financing. The CAMLCO, directly or through the CCC, shall be central point of contact

for communicating with the regulatory agencies regarding issues related to the bank's AML&CFT
proSram.

3.3.1 Authorities and Responsibilities of CAMLCO:

The CAMLCO hrs the followine Authorities:

. He will not need to take any permission or consultation from/with the MD & CEO before submission of
STR/SAR and any documenl or information to BFru;
. He shall maintain the confidentiality of STPJSAR and any document or information required by laws
and instructions by BFIU;
. He shall have access to all information ofthe bank;

The CAMLCO has the followins Responsibilities:

. The CAMLCO shall ensure overall AML & CFT compliance of the bank;

. The CAMLCO shall oversee the submission of STR/SAR or any document or information to
BFru in time;
. Shall oversee the day-to-day operation of the bank's AML&CFT compliance;
. CAMLCO shall be liable to MD & CEo for proper functioning of CCC;
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. CAMLCO shall review and update ML & TF risk assessment of the bank;

. The CAMLCO shatl initiate corrective actions has taken to address ifthere's any deficiency identified

by the BFIU or BB.
. Support Triple C in preparation and review of AML/CFT Policy and Program;

. Overseeing communication and training for all employees of the Bank;

. Receiving and carrying out directions or orders issued by Regulatory Authorities;

. Coordinating with BFIU and other regulatory bodies and law enforcement agencies in respect

of suspicious activity reporting, CTR reporting and others as required.

3,4 Anti Money Laundering & Combating Financing of Terrorism Division (AMLD):

Anti Money Laundering & combating Financing of Terrorism Division (AMLD) of NRBC Bank

PLC. serves as the compliance function of the Bank to ensure that the bank complies with applicable

laws, regulations, rules and its own policies and procedures. AMLD is led by Deputy Chief Anti Money

Laundering Compliance Officer (DCAMLCO) and have specifically dedicated subordinate staff as AML
& CFT Compliance Officers. AMLD also serves as the executive arm of Triple C

The functions of Anti-Money Laundering Department (AMLD) are as follows:

. Receiving and carrying out directions issued by Triple 'C' and Chief Anti- Money Laundering

Compliance Officer (CAMLCO), BFIU and relevant Authorities;
. Monitoring compliance and adherence to applicable laws, regulations, rules, guidelines and own

policies and procedures by all intemal stake holders;
. Receiving and investigating suspicious activity/transaction reports (SAR/STR);
. Adopting a risk-based approach to monitor customer activity to identifo suspicious activity,
. Ensuring that proper AML & CFT records are maintained;
. Reporting suspicious activity to BFIU:
. Analyzing the Cash Transaction Report (CTR) centrally to identifu suspicious transactions & reporting

thereof;
. Evaluating Self-Assessment Reports received from the branches and AML Audit Report from Intemal

Audit and prepare Half Yearly Report on AML/CFT activities for submission to Triple C.

3.5 Deputy Chief Anti lVloney Laundering Compliance Officer @CAMLCO): 
2

The authorities and responsibilities ofDCAMLCO shall be same as the authorities and responsibilities of
CAMLCO but he/she must discharge his/her authorities and responsibilities under command, conhol &

supervision of CAMLCO.

Responsibilities

. DCAMLCO is the first point of contact for any AML/CFT/KYC/CDD issues of NRBC Bank PLC.;

. DCAMLCO is responsible for overseeing the Compliance functions;
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